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The complete guide to today’ s hard-to-defend chained attacks: performing them and preventing them

Nowadays, it's rare for malicious hackers to rely on just one exploit or tool; instead, they use “chained”
exploits that integrate multiple forms of attack to achieve their goals. Chained exploits are far more complex
and far more difficult to defend. Few security or hacking books cover them well and most don’t cover them
at al. Now there' s abook that brings together start-to-finish information about today’ s most widespread
chained exploits-both how to perform them and how to prevent them.

Chained Exploits demonstrates this advanced hacking attack technigque through detailed examples that reflect
real-world attack strategies, use today’s most common attack tools, and focus on actual high-value targets,
including credit card and healthcare data. Relentlessly thorough and realistic, this book covers the full
spectrum of attack avenues, from wireless networks to physical access and social engineering.

Writing for security, network, and other IT professionals, the authors take you through each attack, one step
at atime, and then introduce today’ s most effective countermeasures— both technical and human. Coverage
includes:

- Constructing convincing new phishing attacks

- Discovering which sites other Web users are visiting
- Wreaking havoc on IT security viawireless networks
- Disrupting competitors' Web sites

- Performing—and preventing—corporate espionage

- Destroying secure files

- Gaining access to private healthcare records

- Attacking the viewers of social networking pages

- Creating entirely new exploits

- and more

Andrew Whitaker, Director of Enterprise InfoSec and Networking for Training Camp, has been featured in
The Wall Street Journa and BusinessWeek. He coauthored Penetration Testing and Network Defense.
Andrew was awinner of EC Council’s Instructor of Excellence Award.

Keatron Evans is President and Chief Security Consultant of Blink Digital Security, LLC, atrainer for
Training Camp, and winner of EC Council’s Instructor of Excellence Award.

Jack B. Voth specializes in penetration testing, vulnerability assessment, and perimeter security. He co-owns
The Client Server, Inc., and teaches for Training Camp throughout the United States and abroad.
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From reader reviews:
Agnes Henson:

Do you have favorite book? In case you have, what is your favorite's book? Guide is very important thing for
usto find out everything in the world. Each reserve has different aim or even goal; it means that guide has
different type. Some people truly feel enjoy to spend their a chance to read a book. They can be reading
whatever they have because their hobby will be reading a book. How about the person who don't like
examining a book? Sometime, particular person feel need book once they found difficult problem or maybe
exercise. Well, probably you should have this Chained Exploits: Advanced Hacking Attacks from Start to
Finish.

Raymond Bailey:

What do you concerning book? It is not important along? Or just adding material if you want something to
explain what the one you have problem? How about your extratime? Or are you busy individual? If you
don't have spare time to try and do others business, it is make one feel bored faster. And you have extra
time? What did you do? Every person has many questions above. They must answer that question simply
because just their can do that. It said that about reserve. Book isfamiliar in each person. Yes, it is suitable.
Because start from on kindergarten until university need this particular Chained Exploits: Advanced Hacking
Attacks from Start to Finish to read.

Michad L ockwood:

Chained Exploits: Advanced Hacking Attacks from Start to Finish can be one of your starter books that are
good idea. Most of us recommend that straight away because this e-book has good vocabulary that could
increase your knowledge in vocabulary, easy to understand, bit entertaining but nonethel ess delivering the
information. The article author giving his/her effort to set every word into satisfaction arrangement in writing
Chained Exploits: Advanced Hacking Attacks from Start to Finish yet doesn't forget the main place, giving
the reader the hottest and based confirm resource facts that maybe you can be among it. This great
information could drawn you into fresh stage of crucia considering.

Joseph Langley:

A lot of book has printed but it is different. Y ou can get it by online on social media. Y ou can choose the
very best book for you, science, witty, novel, or whatever by ssmply searching from it. It is known as of book
Chained Exploits: Advanced Hacking Attacks from Start to Finish. Y ou can add your knowledge by it.
Without leaving the printed book, it could possibly add your knowledge and make you actually happier to
read. It is most significant that, you must aware about book. It can bring you from one destination to other
place.
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